
NOTE:  Unlike U.S. opt-out requirements, the GDPR requires explicit consent to collect and process the personal 
data of EU citizens, and such consent must be freely given, specific, informed and an unambiguous indication made 
by a statement or clear affirmative action, such as opt-in consent.

NOTE: Agents should consult with their internal IT and/or external service 
provider to evaluate the Agency’s data collection practices and ensure they comply with applicable regulations and 
are accurately reflected in the Agency’s privacy policy.

NOTE: The GDPR requires a detailed description of what data is collected, the purposes and legal 
basis of any data collection, how the data is processed, including the existence of any automated decision-making, 
and the manner in which and how long the data is stored.  The Agency may wish to inform consumers of what 
information is collected, such as: (i) Individual personal information, including but not limited to, names, 
addresses, telephone numbers, email addresses, and other identification details, such as date and place of birth, 
social security numbers, tax identification numbers, driver’s license numbers and employment history; (ii) financial 
information, including but not limited to, credit card numbers, bank account numbers, income and credit score; 
(iii) insured risk and policy data, including but not limited to health data or other special demographic data.
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NOTE:  The GDPR requires more detailed disclosures about how personal data is 
shared, including safeguards taken and specific identification of third parties with whom data is shared.



NOTE: The GDPR requires the appointment of a Data Protection Officer (DPO) who is tasked with overseeing 
data security compliance within the company
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